Suggested Settings for Security and Convenience in use of
Zoom Cloud Meeting App
To access all the settings of Zoom Cloud Meeting App, the user
has to log into the web version of Zoom account. The same can be
accessed also from right top corner ‘Settings’ icon (or ‘Settings’ menu
item from user profile icon) of Desktop App by clicking ‘View More
Settings’ / ‘View Advanced Features’ as given below.

Following settings are suggested for better security and
convenience in use of Zoom application.
1. For ensuring that the video is by default switched on when the meeting is
started so that the user is not required to always switch it on at the start of
the meeting, the following setting should be kept on:
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2. Similarly, for ensuring that the participant doesn’t have to always click on
the video/movie icon for starting the video, the following setting should be
kept on:

3. To ensure that after sending the link, the participants join after the host has
joined, the following setting should be kept off:

4. It is advisable that, in case of scheduled meeting or an instant meeting, the
Personal Meeting ID (which is always same for the particular user account) is
not used but a random instant meeting ID is used. For the same, following
two settings should be kept off:

5. The Zoom application has also facility of allowing the participants to join
from the web-browser and also without having to login to their account. It is
advisable that, when the participant joins from such web-client, he/she joins
only after authentication. For the same, the following setting should kept
on:

6. It is necessary that while initiating new scheduled or instant meetings, the
same should be with password so that someone just having meeting ID is
not able to jump into the meeting. For the same, the following settings
should be kept on:
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Note: For such meetings, the Meeting Invite (URL) can have embedded
passwords as given at Sr. No. 8 hereinbelow.

7. Similarly, whenever for any reasons, if the host user wants to initiate a
meeting with Personal Meeting ID (which is not advisable and should be
avoided), the same should always be a password protected meeting. For the
same, the following should be kept on with ‘All meetings using PMI’ also on:

8. For the reasons of convenience and avoiding time lag between one meeting
and another meeting, if the joinees are identified trusted users, the
following setting may be kept on so that the Meeting Invite URL (meeting ID
link) contains the password in encrypted form in the link itself:

9. To avoid chaos and unnecessary noise in the meeting room, it is advisable
that, by default the participants are in ‘Mute’ position while they join the
meeting. For the same, the following setting may be kept on.
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On joining and when they need to speak, they can unmute their
microphones.

10. To avoid unnecessary text (chat) messaging interruptions during the
meetings, the following settings should be kept off:

11. For security purposes, the facility
host/participants, should be kept off

of

File
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12. For ease of use of new users, the toolbar showing various icons of
controlling the meeting should be kept on:

13. For security purposes and interruption free meetings, the screen sharing
facility must be kept off.

If, for any unavoidable reasons, this facility has to be switched on, the same
should be only for the host. This can be ensured by keeping setting as given
below:

Suggested settings for Security & Features in Zoom Cloud Meeting - Guj HC

Page 4/6

14. The screen sharing facility, if enabled, is advised not to be allowed for the
whole desktop but selected applications only. For the same, the following
setting may be kept on:

15. The users should not be allowed to annotate (write over the videos/screens)
to avoid any misuse of the facility and ensuring distraction free meetings.
For the same, the following setting should be kept off:

16. Whiteboard feature, which is useful for classroom session type of meetings
or more interactive board meetings, should be kept off:

17. If the screen sharing is enabled for any reason, the following setting should
be disabled under all circumstances:

18. Facility of use of emoji like icons for expressing any non-verbal
feedback/messages should be kept of as follows:
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19. The participants are required to use their real name IDs during the meeting.
They should not be allowed to rename themselves. For the same, the
following setting should be kept off:

20. Waiting Room feature is a way to identify participants before they are
allowed to enter a meeting. This also gives the host greater control over
session security. If required, this may be used by keeping the following
setting on:

Note: The host user should be careful in promptly seeing the Waiting Room
and Admitting the identified users so that legitimate users should not be
unnecessarily kept waiting in the Waiting Rooms.

21. Recording of video conferencing sessions should be kept for record purpose
and should not be shared with anyone. But the option for recording should
be enabled only for the host and host should not give permission to the
participants for recording the sessions. For the same, the settings should
kept as follows:

Automatic recording can also be enabled, if desired.

-------
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